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Abstract
One-time login process in conventional authentication systems does not guarantee that the identified user is the actual user throughout the session. However, it is necessary to re-verify the user identity periodically throughout a login session, which is lacking in existing
one-time login systems. In this paper, we introduce a usable and reliable wearable-Assisted Continuous Authentication(WACA), which relies on the sensor-based keystroke dynamics and the authentication data is acquired through the built-in sensors of a wearable (e.g.,
smartwatch) while the user is typing. The acquired data is periodically and transparently compared with the registered profile of the initially logged-in user with one-way classifiers. With this, WACA continuously ensures that the current user is the user who logged-in
initially. We implemented the WACA framework and evaluated its performance on real devices with real users. The empirical evaluation of WACA reveals that WACA is feasible and its error rate is as low as 1% with 30 seconds of processing time and2−3%for 20 seconds.
The computational overhead is minimal. Furthermore, WACA is capable of identifying insider threats with very high accuracy (99.2%).

Password is not enough

Overall Architecture of WACA

Experimental Setup

▪ Leaving your computer unlocked is a huge security risk.

▪ We collected data from 34 participants

▪ Users share their passwords with co-workers and family
members.
▪ Insiders have already the passwords.

Even 2FA is not enough
▪ In 2FA or MFA, there is only single checkpoint
o After passing it, anyone can use.
▪ Even if it is an insider who has been
authorized once, a forever access is
provided in most cases not to interrupt
the current user.

Continuous Authentication (CA) solves these
issues, but..

▪ Not reliable for CA:
o Time-out
o Proximity
o Traditional Keystroke Dynamics
▪ Not usable for CA:
o Fingerprint
o Face
o Eye movement

We can use “wearables”
▪ By 2020, there will be 411 million wearable [1].

▪

▪ Advanced networking capability (e.g., Bluetooth and Wi-Fi).

▪

Android Wear app to collect sensor data

▪

Data is collected via 6-axis motion sensor (3-axis acc + 3-axis gyro)

▪

Qwerty keyboard

▪

Task-1: The participants were asked to type a randomly selected text

▪

Task-2: The participants were asked to type the same text

Aim: Using the ubiquitous nature of wearables for the usability of continuous
authentication.
Key observation: Each person’s wrist movements & actions are completely
unique while typing.

▪

▪
o
o
o
o
o

WACA:
Complementary to the ”first factor”
Collects data through smartwatch’s motion sensors (i.e., accelerometer and
gyroscope)
Extracts keystroke dynamics from raw sensor data
The feature vector (i.e., user profile) is created to profile the user
Decision Module:
✓ Authentication using Distance Measure
✓ Identification using Machine Learning Algorithms

Identification Results

Observations
1. First Observation:
▪ Two different users’ sensor data while
typing the same text with
(a) accelerometer, (b) gyroscope:

2. Second Observation:
▪ The same user’s sensor data over two
different time intervals with
(a) accelerometer, (b) gyroscope:
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▪ Advance built-in sensors (e.g., accelerometer, GPS, thermometer,
heart rate monitoring, etc.).

LG G Watch R and Samsung Gear Live

Authentication Results

▪ CA periodically checks the user’s identity during the entire session.
▪ But, they are either not reliable or not usable.

▪
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