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Abstract—The use of counterfeit smart grid devices through-
out the smart grid communication infrastructure represents
a real problem. Hence, monitoring and early detection of
counterfeit smart grid devices is critical for protecting smart
grid’s components and data. To address these concerns, in this
paper, we introduce a novel system level approach to identify
counterfeit smart grid devices. Specifically, our approach is a
configurable framework that combines system and function
call tracing techniques and statistical analysis to detect coun-
terfeit smart grid devices based on their behavioural charac-
teristics. Moreover, we measure the efficacy of our framework
with a realistic testbed that includes both resource-limited
and resource-rich counterfeit devices. In total, we analyze
six different counterfeit devices in our testbed. The devices
communicate via an open source version of the IEC61850
protocol suite (i.e., libiec61850). Experimental results reveal
an excellent rate on the detection of smart grid counterfeit
devices. Finally, the performance analysis demonstrates that
the use of the proposed framework has minimal overhead on
the smart grid devices’ computing resources.

Index Terms—Smart Grid, counterfeit devices, cyber secu-
rity, IEC61850, system calls, function calls.

I. INTRODUCTION

Recently, a substantial effort to modernize the traditional

power grid to the next generation of technology, i.e.,

smart grid, has occurred. The success of the smart grid

vision depends on the integration of underlying electrical

distribution infrastructure with communication networks.

The information technology (IT) systems and devices

attached to the smart grid must guarantee, despite any

threat, the security and the integrity of the smart grid data

and infrastructure. With all its dependency upon device
communications, the smart grid is highly vulnerable to
any security risk stemming from devices. Especially, the

use of counterfeit devices can wreak havoc on the smart

grid’s critical functionalities [1]. The consequences of such

counterfeit device-based attacks on the smart grid can be

very severe [2] causing, for instance, major blackouts.
In this paper, we propose a configurable system-level

framework to monitor and detect counterfeit devices which

are performing unauthorized operations inside the smart

grid architecture. Specifically, the proposed framework

utilizes system and function call tracing techniques and

statistical analysis to monitor counterfeit devices’ behavior.

In order to test our framework, we designed a representative

smart grid testbed which executes essential operations

conforming to the International Electrotechnical Commis-
sion 61850 (IEC61850) [3], which is a protocol suite

that defines the communication standards for electrical

substation automation systems. To emulate the diversity of

devices in the smart grid, the proposed testbed includes

both resource-limited (devices with limited availability of

computing resources, e.g., Remote Terminal Units (RTUs),

Programmable Logic Controllers (PLCs)) and resource-

rich (devices with more computing resources, e.g., Phasor

Measurement Units (PMUs), Intelligent Electronic Devices

(IEDs)) devices. The devices use open source libiec61850
libraries [4] to exchange smart grid time-critical messages

using the GOOSE format. In our adversary model, we

consider six different types of counterfeit devices with

different computing resources and hardware capabilities. It

also complies with the security requirements defined by the

National Institute of Standards and Technology (NIST) [5]

for the smart grid. Experimental results demonstrate an

excellent detection rate for the counterfeit smart grid de-

vices. Additionally, detailed performance analysis shows

minimum overhead on the use of computing resources

(i.e., CPU, memory, etc.) with our framework. On average,

memory utilization does not increase more than 0.03%

while real, system, and user time would not increase more

than 230ms for even the worst case scenario (resource-

limited device). These results were obtained by comparing

the IEC61850 open source application metrics with and

without using our framework.

The remainder of the paper is organized as follows. In

section II, we present the related work. In section III, we

describe the adversary model used in our work. Section IV

focuses on the design of the proposed counterfeit smart grid

device detection framework. In section V, we analyze and

discuss experimental results. Finally, section VI concludes

the paper and propose future research directions.

II. RELATED WORK

In this section, we present the related work. Generally,

researchers and cyber security analysts isolate the problem

of counterfeiting to the smart grid supply chain. In [6]

and [7], the authors present different approaches for the

detection of fake electronic components. These works are

mainly focused on hardware counterfeit detection. In [8],

the authors present a network-based counterfeit device

detection technique that analyzes network traffic in order to

detect hardware-based counterfeit devices. Although this is

an interesting concept, network dynamics (e.g. delay, etc.)

can have an adverse effect on the detection mechanism.

In [1] and [9], the authors define the problem of device

counterfeiting as a case when a compromised or false

electronic component or board is used in part or in the

total process of assembling a smart grid function-critical

device. In general, the topic of compromised devices has
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not been extensively studied in the literature. In most

cases, researches focus on proposing anomaly detection

mechanisms [10] for different types of attacks in the smart

grid [11] without particularizing on the attack sources

(e.g., compromised devices). In few cases, however, the

behavior of the smart grid device is considered. In [12],

the authors study the minimal number of compromised

sensor in order to effectively manipulate a given number

of smart grid states. Further, they consider the optimal

PMU placement to defend against data integrity attacks.

Other researchers and cyber security authorities try to

find solutions to the problem of counterfeit devices being

used in the smart grid [13]. Intelligent secure packaging,

outbound beaconing, and better tracking systems are some

of the countermeasures that are proposed to fight against

counterfeiting on the supply chain side [1]. However,

skilled attackers could have remote access to legitimate

devices (e.g., RTUs, PMUs, IEDs, etc.) and create oppor-

tunities for tampering smart grid devices outside the smart

grid supply chain. Additionally, the proposed mechanisms

for protecting and monitoring the supply chain against

counterfeiting are far from infallible. Reality is, counterfeit

devices constitute a big problem for smart grid security.

Counterfeit devices account for at least $7.5B in lost

revenue for U.S. semiconductor companies [14].

Our framework is different from other discussed solu-
tions which, in most cases, focus on prevention. In fact,
these solution are not intended to address the problem of
counterfeit devices outside the supply chain. As discussed
before, there are also cases where different approaches are
being used for the detection of counterfeit devices and/or
monitoring application behaviour. In none of these cases,
the solution is intended to be applied in the smart grid
domain. Additionally, in order to succeed, these solutions
need to monitor constantly-changing environments like
network traffic or computational systems. This constitutes
a limitation in terms of system overhead and resource
utilization. On the other hand, our framework has a simpler
model and is lightweight in terms of system overhead while
providing excellent detection rate of counterfeit smart grid
devices.

III. ADVERSARY MODEL

In this section, we describe the adversary model used

to define the threats caused by the counterfeit smart grid

devices and also the way the attacks could be perpetrated.

For our analysis, we define a fake or counterfeit smart

grid device (CD) (e.g., RTUs, PMUs, IEDs, etc.) as a

device with some malicious function due to a counterfeited

hardware or software component [15], [16]. The malicious

function can change the basic operations of the original

device and it could have been installed either in one of the

supply chain stages or while performing software upgrade

in the field.

Our adversary model considers, conforming to the NIST

guidelines, three possible threats in the smart grid related

to counterfeit devices [17]:

1) Information leakage: the counterfeit smart grid de-

vice can open additional communication channels to

leak valuable smart grid information to the adversary

(another untrusted insider or outsider).

2) Measurement poisoning: the counterfeit smart grid

device can generate fake data that can be used to

poison the real status of the smart grid.

3) Store-and-send-later: the fake device can store infor-

mation in hidden files that can be recovered later by

an attacker.

Based on these three well-defined threats and consid-

ering both resource-limited and resource-rich smart grid

devices, we further define six different counterfeit devices

as part of our adversary model. Each counterfeit device

reflects a different combination of the aforementioned three

smart grid threats and availability of computing resources.

The first three counterfeit devices (CD1, CD2, and CD3)

have all limited computing resources and will impact the

smart grid infrastructure by (1) leaking sensitive infor-

mation, (2) allocating unauthorized amounts of memory

to create fake data and poison real measurements, and

(3) creating unauthorized hidden files to store critical

information which are retrieved later by the attacker. The

other three counterfeit devices defined in our adversary

model (CD4, CD5, and CD6) will perform the same

type of attacks, respectively, but from devices with higher

computing resource availability. We also assume that the

counterfeit devices perform its malicious activity following

a Poisson distribution, which allows for randomly and

efficiently spacing the attacks and also constitutes a valid

model to emulate the randomness of such events [18].

Consider t=[0, T ], the communication interval be-

tween the two smart grid devices. The probability of

having an attack from a counterfeit device CDi ∈
{CD1, CD2, CD3, CD4, CD5, CD6} can be expressed

as:

Pcd =
λke−λ

k!
, k ∈ R, (1)

where λ is the average number of attacks in the interval t
and k is the total number of attacks in the same interval.

In general, the increment sequence N(t) that models the

aggregate attacks is defined by:

P (N(s+ t)−N(s)) = e−λt (λt)
k

!k
k ∈ R, s > 0, (2)

where N(s + t) − N(s) is called a length t increment of

the attack process N(t) : t ≥ 0.

IV. OVERVIEW OF FRAMEWORK

In this section, we describe the design of the proposed

framework.

A. System model with a realistic testbed

Our framework considers a realistic scenario from a

smart grid substation. The testbed’s configuration includes

publisher-subscriber two-way communication configura-

tion which sends and receives GOOSE messages. For this

purpose, we utilize an open source version of IEC61850 [4]

protocol running on Linux-based systems. The use of open
source software increases our framework’s interoperability,
flexibility, and opens new possibilities for customizations
and for making this tool more configurable. Our resource-

limited device (GOOSE publisher) runs on a Raspberry

Pi 2B, using Advance RISC Machine (ARM) 32 bits

architecture with limited memory and CPU resources.

The resource-rich device (GOOSE subscriber) runs on a
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Linux Ubuntu 14.04 virtual machine with a more powerful

CPU and higher memory capabilities (see Fig. 1). Finally,

we applied two different call tracing techniques: library

interposition to hook and trace system calls (at kernel level)

and Process Trace (ptrace) to hook and trace function calls

(at user level).

Figure 1. Smart grid testbed configuration using resource-rich and
resource-limited devices conforming to IEC61850.

1) Learning Process: The application of our framework

requires of the utilization of ground truth devices that can

be used as a reference for correlation purposes. Basically,

the proposed framework compares and correlates, based

on three different detection approaches, the statistical in-

formation of system and function call lists from equivalent

ground truth and unknown devices that are performing sim-

ilar tasks in the smart grid infrastructure (see Fig. 2). For

this purpose, we create a database of different ground truth

profiles (GTP) from genuine smart grid devices throughout

our learning process. In order to be used for correlation

analysis, our GTPs have to be obtained from smart grid

devices that perform very stably while executing normal

smart grid operations. In other words, the system/function

call lists obtained from the same process and at different

time intervals in the same device need to be highly corre-

lated. To calculate autocorrelation, we assign a different

weight δi to different types of system/function calls in

the order they appear. The assignment of δi weights can

be done randomly or by following a specific assignment

criteria. This criteria can depend on the importance of the

system/function calls, the type of application that we are

evaluating, etc. (adaptive assignment). As a result of the

assignment process, we obtain a random variable X that

takes values between δmin and δmax. Finally, we use X to

calculate the statistical-autocorrelation-simple as described

in Equation 3:

ρX0Xi
=

∑
xixi+t − nxixi+t

nsxi
sxi+t

, (3)

where xi+t represents a random variable from the same

random process than xi but from different time interval t
and n represents the size of the random variables.

System and function call lists normally posses some

degree of randomness [19]. Particularly in the cases of

resource-limited systems, this randomness can be notably

higher because of the limitation on available resources

during demanding system operations [20]. This limitation

would stop our framework from being suitable for resource-

limited smart grid devices. To overcome this, we propose

the use of a statistical-autocorrelation-advanced technique.

In this technique, we combine the values from Xi to

Xi+h in X , resulting in a new random vector X ′ smaller

in size and with lower random component. The index h
represents the number of individual calls from the original

list that we are combining to create a new random value.

Hence, this index value h is proportional to the amount

of randomness to be removed and constitutes another

configurable parameter in our framework.

Finally, once generated, the GTPs include the following

information: (1) type and amount of system/function calls

(TASC) and (2) the entire system/function call list (SCL),

both triggered during the learning process. The final format

of the GTP looks as follows:

GTP = {μ(TASC), SCL}, (4)

2) Framework description: There are three fundamental

operations defined in our framework (see Fig. 2):

• Data collection: in this step we apply the proposed

system/function call tracing techniques. The objective

is to trace and capture all the system/function calls

raised during the time interval in which the devices

from our testbed are being tested.

• Data processing: in this step, we apply up to three

different detection approaches to extract, compare,

and correlate information from the system/function

call lists and the ground-truth device profiles obtained

from the ground-truth profile database.

• Decision: finally, the decision algorithm processes the

results from steps 1 and 2 to decide if the devices are

genuine or counterfeit.

Figure 2. Configurable framework for monitoring and detecting counter-
feit smart grid devices.

B. Detection approaches

Lets assume we have an unknown device that we are

trying to decide as genuine or counterfeit. The following

detection approaches will be applied as part of our frame-

work.

1) Detection − Method1 (Direct System Call Com-
parison): This detection approach will directly compare

the two smart grid devices (ground truth and unknown)

(Fig. 2) based on the type and frequency of system and

function calls triggered during the device’s interaction. In

general, the execution of this approach is very light in
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terms of computing resources (see Section V). As part of

this first approach, the average number per system/function

call is calculated for the unknown device. Then, this

value is normalized against the average number per sys-

tem/system call of the ground truth profile respectively.

As per Detection−Method1, a normalized value greater

than 1 means that extra system/function call activity was

observed and potentially indicates the presence of a coun-

terfeit device.

2) Detection − Method2 (Statistical-correlation-
simple): For stronger decision algorithms, our framework

combines the previous detection approach with a second

technique. This technique applies statistical correlation

between system/function call lists from genuine and

unknown devices. Statistical correlation will give valuable

information of the mutual statistical relationship between

system/function call activities from ground truth and

unknown devices, based not only on the type and amount

of system/function calls, but also in the order those calls

are triggered in both devices. In this specific approach,

after finishing the conversion of system and function call

lists into random variables, we obtain two different group

of variable. These two groups are: X0 which describes

the outcomes of the genuine device; and Y1−6 which

constitute a group of random variables that describe the

outcome of the unknown devices (for the particular case

of this paper the six different counterfeit devices defined

in our adversary model (Section III)). Finally, we define

the correlation between X0 and Y1−6 as:

ρX0Yi
=

∑
x0yi − nx0yi
nsx0

syi

, (5)

where n represents the size of X and Y , x0 and yi
represents the mean and sx0 and syi represent the standard

deviation.

As per Detection − Method2, correlation values be-

low certain configurable threshold β mean that the sys-

tem/function call lists from genuine and unknown devices

are not highly correlated [18] and will potentially indicate

the presence of a counterfeit device.

3) Detection − Method3 (Statistical-correlation-
advanced): In cases where ground truth profiles were

obtained after applying statistical-autocorrelation-advanced

technique, the same method has to be applied on

counterfeit devices before proceeding to the decision step.

As mentioned before, this detection approach will try

to remove randomness from system/function call lists.

The novel idea introduced here combines cfeitV [i] and

cfeitV [j + h] from the original random variable obtained

in Detection − Method2. This operation will result in

new random variable lists cfeitV Rd, smaller in size, and

with lower random component. Finally, the correlation

value between ground truth device and unknown device is

calculated.

The final step of our framework would be the execu-

tion of a decision process. In this process, the frame-

work utilizes the results from the earlier steps and deems

the device as a compromised if the correlation values

of system/function call lists between genuine and un-

known devices falls under a configurable decision threshold

(corrXY < β).

V. PERFORMANCE ANALYSIS AND DISCUSSION

In this section, we analyze the performance of the pro-

posed framework. In all the cases, the results are obtained

after averaging 30 different runs for all covered scenarios.

The scenarios include six different types of counterfeit

devices based on three different threats and two different

types of devices (resource-limited and resource-rich) as

described in our adversary model in Section III.

A. Detection performance

Tables I and II summarize some of the system and

function calls detected in the resource-limited and the

resource-rich devices respectively, after using Detection−
Method1. In both cases, columns from 3 to 6 list the

average rate of system and function calls normalized

against the average rate corresponding to the number of

system/function calls from the GTP. Specifically, column

3 lists the values corresponding to the genuine device

and columns from 4 to 6 the values corresponding to

counterfeit devices (CD1, CD2, CD3 for resource-limited

devices and CD4, CD5, CD6 for resource-rich devices)

respectively. Any value greater than 1 (marked in gray) in
columns from 4 to 6 represents extra system call activity
due to the presence of counterfeit operations. That means,
extra system/function calls activity reveal the presence of a
counterfeit device. It can be noticed that, by using ptrace,

our framework is able to identify all cases of counter-

feit devices. Successful detection was performed for both

resource-rich and resource-limited smart grid devices. In

the case of library interposition, only Counterfeit Devices 1

and 4 (CD1 and CD4) were properly detected. In the other

cases, variations on system/function call rates (in CD2,

CD3, CD5 and CD6) were ineligible if compared to the

genuine device.

Table I
NORMALIZED RATE OF SYSTEM AND FUNCTION CALLS DETECTED

AFTER USING OUR FRAMEWORK ON COUNTERFEIT

RESOURCE-LIMITED DEVICES (E.G., RTUS, PLCS).

Type of call Orig. CD1 CD2 CD3

ptrace

brk 1 1 6.7 1
clone 1 12.5 1 1
close 1 1 1 3.2

fstat64 1 ∼1 1 8.8
mmap2 1 2.4 4.4 2.4
mprotect 1 2.8 1.1 1
munmap 1 1 2 13

open 1 1 1 5
rt sigprocmask 1 8.7 1 1
rt sigaction 1 1 3 3

Interposition

close 1 1 1 1
free 1 3.2 ∼1 ∼1

malloc 1 3.3 ∼1 ∼1
memcpy 1 1 1 1
mmap 1 12.5 1 1

mprotect 1 12.5 1 1
pthread create 1 12.5 1 1

sendto 1 4.3 ∼1 ∼1
signal 1 24 1 1
usleep 1 3.5 ∼1 ∼1

As we stated in our system model, the first detection

method is always combined with Detection − Method2
to strengthen the detection algorithm. Figure 3 shows the

results after calculating the correlation between system and

function call lists from genuine and counterfeit devices.

For successfully applying this detection approach, we first
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Table II
NORMALIZED RATE OF SYSTEM CALLS DETECTED AFTER USING OUR

FRAMEWORK ON COUNTERFEIT RESOURCE-RICH DEVICES (E.G.,
PMUS, IEDS).

Type of call Orig. CD4 CD5 CD6

ptrace

brk 1 1 8.3 1
clone 1 23 1 1
close 1 6.5 6.8 6.75
fstat 1 12 12.5 12.25
mmap 1 4.1 6.64 2.6

mprotect 1 3.4 1.1 1
munmap 1 23 26 24

open 1 6.5 6.75 6.8
rt sigaction 1 8.3 1 1

rt sigprocmask 1 1 1 1

Interposition

free 1 15.6 ∼1 ∼1
malloc 1 15.6 ∼1 ∼1
memcpy 1 17.8 1.1 ∼1
mmap 1 24 1 1

mprotect 1 24 1 1
pthread create 1 24 1 1
pthread detach 1 24 ∼1 1

recvfrom 1 15.7 ∼1 ∼1
signal 1 24 1 1

need to have a genuine device we can trust. A ground

truth device is found after obtaining high autocorrelation

values (ρx,x > 0.6) [18] among 30 different realizations of

system/function call lists obtained from the same genuine

device at different time intervals. Then, the ground truth

device can be used to calculate the corresponding GTP.

Correlation values between ground truth and counterfeit

devices are expected to be low (ρx,y < 0.6) [18]. On the

other hand, correlation values between ground truth and

genuine devices are expected to be high (ρx,y > 0.6) [18].

Figure 3. Correlation between ground truth and counterfeit devices for
both resource-rich and resource-limited devices after applying the second
detection method from our framework.

Experimental results after applying Detection −
Method2 can be found in Figure 3. We can observe that, by

using ptrace, it is possible to obtain low correlation values

(in the range of 0.15 to 0.35) between system and function

call lists from genuine and counterfeit devices. By setting

the correlation strength threshold at 0.6 (moderate to high

correlation [18]), the framework is able to detect all cases

of counterfeit device. For the case of library interposition,

the framework performs very well for resource-rich coun-

terfeit devices. However, for resource-limited counterfeit

devices Detection−Method2 cannot be applied as a de-

tection approach. If we observe in Figure 3, autocorrelation

values of resource-limited ground truth devices are very

low when library interposition is applied. Resource-limited

systems generally have higher levels of randomness during

kernel execution which normally result in system/function

call lists with higher random component [20]. This levels of

randomness is what makes impossible to apply correlation

approach in this specific case (library interposition on

resource-limited device).

In order to overcome the previous limitation, we ap-

ply our third detection method which utilizes statistical-

correlation-advanced techniques. Experimental results after

applying Detection − Method3 show an important im-

provement on the autocorrelation values between system

call lists from resource-limited ground truth device (see

Fig. 4). By using this technique, our framework was able to

find a stronger GTP to be used as a reference in the detec-

tion of resource-limited counterfeit devices. Finally, corre-

lation between system call lists obtained from the ground

truth device and the resource-limited counterfeit devices

was applied. In Figure 4 we are comparing the outcomes

from Detection − Method2 and DetectionMethod3 for

the case of library interposition applied on resource-limited

devices. As can be observed, after applying Detection −
Method3 the framework obtained high autocorrelation

values (over 0.6) for the case of ground truth device and

lower correlation values (under 0.6) after comparing the

genuine device to the counterfeit device.

Figure 4. Statistical-Correlation-Advanced between resource-limited
ground truth and counterfeit devices as a result of using the third detection
method from our framework (library interposition case).

Table III
AVERAGE OF SYSTEM OVERHEAD ON RESOURCE-RICH (E.G. IEDS,

PMUS) AND RESOURCE-LIMITED DEVICES (E.G. RTUS, PLCS) AS A

CONSEQUENCE OF USING OUR FRAMEWORK.

Metrics NF WF
value value ptrace (%) LI (%)
R-R R-L R-R R-L R-R R-L

RT (s) 60.00 60.11 0.05 3.8 0.01 0.1
ST (s) 0.49 3.60 8.1 3.6 10.2 5.5
UT (s) 0.31 0.49 16.1 0.31 6.4 2.0

Mem (KB) 1967.5 1827.5 1.1e-3 4.3e-5 3.0e-2 1.0e-3
CPU (%) 1 6.02 0 1.9 0 1

B. System overhead

As we mentioned before, our framework has to perform

with relative accuracy and scalability, but without intro-

ducing too much overhead. Table III summarizes average

of system overhead on resource-limited and resource-rich

devices. The metrics RT , ST , UT , Mem and CPU
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correspond to the values of real time, system time, user

time, memory, and CPU respectively. In this table, NF
(No Framework) represents the case where no frame-

work was used and WF (With Framework) represents the

cases where we executed our experiments while using our

framework. Also, LI represents the cases where Library

Interposition was used, R-R refers to resource-rich devices,

and finally R-L refers to resource-limited devices. Results

demonstrate that, for resource-limited devices, even high-

resource utilization techniques like library interposition do

not impact performance considerably. For the particular

cases of real, system, and user time, increments not greater

than 230ms are observed. For critical metrics like memory

and CPU, worst case scenario shows that our framework

utilizes 0.03% more of memory (out of the total memory

available on the device) and 1.9% more of the CPU. For

resource-rich devices, the overhead introduced as a result

of using our framework is even lower if compared with

resource-limited devices. For the cases of real, system,

and user time, we could observe increments not greater

than 50ms. For critical metrics like memory and CPU, our

framework utilizes 0.001% more of memory (out of the

total memory available on the device) and 0% more of the

CPU. In summary, for resource-limited and resource-rich

devices, library interposition introduces the most overhead

to the system. However, this overhead is considerably

low if compared with similar applications proposed in the

literature [21], [22].

VI. CONCLUSIONS AND FUTURE WORK

In this work, we designed a system-level configurable

framework capable of monitoring and detecting counterfeit

smart grid devices. Our framework combines system and

function call tracing techniques (i.e., library interposition,

ptrace) and statistical analysis (simple and advanced) to

monitor and detect counterfeit device behaviour. Moreover,

we evaluated the performance of our framework on six

different counterfeit device configurations conforming to

realistic smart grid scenarios. Experimental results demon-

strated that our framework is able to successfully detect

different types of counterfeit device behaviour in a variety

of different environments. Also, our performance analysis

reveals that the use of the proposed counterfeit device

detection framework does not have a significant overhead

on the smart grid devices’ computing resources. Our future

work will focus on analyzing and measuring the perfor-

mance of the framework with traditional security metrics

such as accuracy, recall, precision, and precision.
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