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Abstract—This paper describes a competition-style of exercise to
teach system and network security and to reinforce themes taught
in class. The exercise, called NetSecLab, is conducted on a closed
network with student-formed teams, each with their own Linux
system to defend and from which to launch attacks. Students are
expected to learn how to: 1) install the specified Linux distribution;
2) set up the required services; 3) find ways to harden the box; 4)
explore attack methods; and 5) compete. The informal write-up at
the end of the lab focuses on their research into defense and attack
methods, which contributes to their grade, while their competition
score is dependent on their abilities to attack during the competi-
tion. Surveys were performed to evaluate the efficacy of the exercise
in teaching system security.

Index Terms—NetSecLab, network security, network security
education, network security lab.

I. INTRODUCTION

M ODERN society has entered an era where information
is distributed across many uncontrolled domains (such

as the Internet) and has become more dependent on networked
technologies than it ever was in the past. For instance, there
are many flavors of distributed networks today: wired, wireless,
GPS, handheld devices, sensor networks [1], and so on. How-
ever, as the number of cyber-crime incidents has increased [2],
the security of this diverse set of networks and the services they
provide has become an integral part of any business today. For
instance, the Internet Crime Complaint Center (IC3) 1 received
206 884 cyber-crime-related incidents in 2007 alone.

Network security courses are normally taught at the graduate
school level or as an advanced elective in an undergraduate cur-
riculum. A common approach to supplement the material that is
covered in a lecture-based course is to assign homework exer-
cises and small programming assignments to demonstrate some
of the concepts that are covered. Although this introduces stu-
dents to core security themes, the application of the concepts
is not heavily stressed. For example, it is known that strong
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passwords are needed for remotely accessing a host. However,
what is not stressed is what can happen if a password is com-
promised and how to protect the password in a hostile environ-
ment. Therefore, the first step in understanding the value that
this exercise adds to a course is to consider the course in ques-
tion. For instance, ECE 6612 Computer Network Security is
an introductory graduate-level class in the School of Electrical
and Computer Engineering at Georgia Institute of Technology,
Atlanta. The course covers a great variety of security-related
content using a lecture style of delivery. The concepts covered
during class time are reinforced by homework and small exer-
cises, such as successfully using asymmetric encryption to send
private messages. This lab was designed with the purpose of
increasing the amount of hands-on security experience that the
students would obtain. This exercise helps to supplement the
theoretical content covered in lectures by having students con-
figure and deploy an operating system with a set of mandated
services in a hostile environment. At the end of the exercise, the
students will have gained a greater appreciation for the funda-
mentals of computer and network security.

In Georgia Tech’s graduate course ECE 6612, Computer Net-
work Security, the standard security topics are taught, but prac-
tical defense and attack are taught via the NetSecLab [3]. Home-
work and programming exercises are commonly used in rein-
forcing security concepts, and while these have proven effective,
the creators of the NetSecLab want to present an engaging ex-
ercise that rewards students who find their own answers. This
is critical in the face of aging security models and a rapidly
changing security landscape. When students find their own an-
swers, they learn at a much deeper and useful level.

Using student feedback as a metric for the success of the lab,
positive trends have been observed. Despite the limited time in
which the exercise is carried out, students report that they have
found the lab informative and suggest that it continue to be a
part of the course.

The rest of this paper is organized as follows. The elements of
NetSecLab are introduced in Section II along with the roles that
they play. The scoring metrics for the lab are also presented and
explained in Section II. Section III presents a sample schedule
of when to start lab preparations. The results of student surveys
are presented in Section IV, followed by the positive aspects of
the exercise in Section V. The conclusion is in Section VI.

II. COMPONENTS OF NETSECLAB

The lab was designed to familiarize students with Linux se-
curity and attacks, but only requires two weeks of preparation
and one week of competition. Linux was chosen because it is
free and supports a lot of good security tools. To familiarize
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Fig. 1. Network setup of the NetSecLab.

students with Linux, they are first broken into groups with at
least one person per group who is familiar with Linux. Then,
each group is responsible for formatting and installing a hard
drive (borrowed from the lab for the competition). The next two
weeks are spent learning how to install the required services;
how to upgrade, configure, and secure those services; and how
to attack.

The selection of services like an SSH server, a Web server, an
SMTP server, and an FTP server fulfills certain requirements for
the lab. SSH is used to provide a secure way for the traffic gen-
erator to log into the teams’ boxes and to check local services
like mail and remote services like connecting to other boxes.
The Web server allows the deployment of custom, buggy PHP
services. The traffic generator uses the SMTP to check that the
students correctly configured it to deliver mail, but not to allow
open-relay. FTP and/or Telnet makes the traffic generator’s ac-
count on the team’s box vulnerable to password sniffing.

The competition takes place in a private LAN without any
connection to the outside world. The network configuration of
the NetSecLab is illustrated in Fig. 1. The details of each com-
ponent are given in Sections II-A–G.

A. Team Formation

Six weeks before the competition, the class is surveyed for
their proficiency with Linux and their desire to lead a team. A
sample survey is shown in the Appendix. Four weeks before
the competition date, the teams are created, and removable hard
drives are given to each team within the week. The students are
then responsible to set times to meet and what roles each will
play in the overall research and work. The instructor typically
recommends that the team members work together on the in-
stallation and setup of their system, but from there divide the
research for defense and attack.

Determining the number of teams to divide the class into
is highly dependent on the general skill level of the class, the
number of people who want to be captains, the number of hard
drives that are working and available, and the number of lab as-
sistants available to run the competition and grade the reports.
Typically, ECE 6612 has had between four to six teams, with
occasionally an additional team participating via virtual pri-
vate network (VPN) from remote campuses (for example, the
Georgia Tech Savannah campus).

After teams are determined, each team selects a team cap-
tain, who is mainly responsible for communicating with the lab
organizer on issues that matter to the competition. The team
leaders are required to pass any important information or up-
dates from the lab organizer to their team members and also

to notify the class instructor/teaching assistant of any problems
they face. The trend observed over five years is that typically stu-
dents with more Linux skills volunteer to become a team leader.
The NetSecLab can be implemented without team leaders, but
it is much easier to maintain communication with six captains
than with 50 students and to build an understanding of expecta-
tions. Since the interpretation of the rules can vary, the captains
are invited to ask for clarification and permission to use various
techniques during the competition.

B. Traffic Generator

The traffic generator is a set of PERL and Expect scripts. The
scripts use a configuration file containing username and pass-
word combinations for each team, along with their computer’s
IP addresses and any other information needed to verify their
services. The box on which the traffic generator runs must be
locked down, usually by not running any services at all and per-
forming strong checks on every input. The traffic generator cur-
rently has modules to perform the following patterns:

• SSH into team boxes and check mail;
• SSH into one team box and attempt to SSH or Telnet into

another team’s box from the first team’s box;
• send e-mail to the traffic generator’s accounts on each team

box via SMTP;
• transfer files to the accounts via FTP;
• transfer files to the accounts via Samba;
• fetch HTML objects from a URL;
• attempt to send mail to a team box with a destination ac-

count of another box;
• Telnet into the accounts on the team boxes;
• select, insert, and delete records from the MySQL

databases on the team boxes.

C. Team Boxes

Each team receives a removable hard drive (usually on the
order of 20–40 GB) that can be inserted into the machines in
the networking lab. Each team is assigned an initial IP address
to use on the private LAN and is asked to provide back to the
exercise manager, in a secure manner, a username and password
combination to be used by the traffic generator during the com-
petition. The exercise manager sends a description of the re-
quired operating system and services to the team captains, and
then the teams can begin to set up their team box.

After the teams have installed the basic services, they need to
research how to upgrade and secure each service. For example,
knowing that the password will be sent in the clear via FTP or
Telnet, they research techniques to lock down the traffic gener-
ator’s account to prevent privilege escalation attacks, which are
worth a lot of points to a successful attacker.

D. Services

Typically, six or seven standard services are required by the
lab description, which change each year. SSH and one plain text
authentication protocol (e.g., Telnet) are always present in the
list, with the other chosen for known vulnerabilities or common
misconfigurations (e.g., open-relay on Sendmail). An example
list of services is given in Table I.
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TABLE I
EXAMPLE LIST OF SERVICES FOR TEAM BOXES

In addition to the standard services, one custom-written ser-
vice is required to be run on the boxes. The custom service, sim-
ilar to the approach taken by iCTF [4], requires students to study
the source code of an application and patch it to defend against
attacks. The vulnerability in the code is typically very simple.
For example, the “rotten” server, written in C, reads input from
a TCP client into a buffer and then performs a ROT13 opera-
tion on all the alphabetic characters. It is vulnerable to a buffer
overflow, but the shellcode must be “pre-rotted” to execute cor-
rectly. Another example is the FaultyBank PHP Web applica-
tion, which was vulnerable to several command execution vul-
nerabilities and an SQL injection.

E. Victim Boxes

Along with the team boxes and the traffic generator, there are
known vulnerable boxes, called “victim boxes,” placed onto the
lab network about two weeks prior to the competition. These
boxes help students gain confidence and practice network enu-
meration, service identification, and exploitation. This part of
the lab, unlike the rest, stays relatively the same each year.

In the first year, three machines were created and then reused
each year: a Redhat 8.0, a Redhat 7.0, and Redhat 6.2 box.
Nonetheless, in the following years, virtual machine (VM) im-
ages [5], [6] were made of each of the boxes and used instead
of the original machines. Also, a Windows XP SP1 image was
added to the list of vulnerable images. Each OS has certain vul-
nerabilities, and students are expected to search for those and
learn ways to exploit them. For instance, the Redhat 8.0 image
runs Samba 2.2.8, which is vulnerable to a buffer overflow at-
tack, as described in CVE CAN-2004–0686 [7]; the Redhat
7.0 image runs LPRng 3.6.22, which is vulnerable to a format
string vulnerability, as described in CVE-2000–0917 [7]; and
the Redhat 6.2 box runs Wu-ftp 2.6.0, which is vulnerable to a
buffer overflow, as described in CVE CA-1999–13 [7].

F. Competition Rules

Like all good games, this competition needs rules, but those
rules should not be too strict nor should they allow for activi-
ties that strongly detract from the learning goals. The first rule
is that no team is allowed to perform a denial-of-service attack
on the network, the services on other team’s boxes, or the ability
for a team to use their own computer (i.e., locking them out of
their accounts). Defending from packet floods, service exhaus-
tion, and malicious destruction of the operating system is simply
outside the scope of the exercise, hard to grade, and highly frus-
trating to students.

The second rule is to keep services up to the whole network
throughout the competition. It would be too easy to defend a
service if it were blocked or shut down, so the traffic generator
tests the service to make sure that it is up. An opposing team
may take down a service, but only temporarily and only if it is
necessary for an exploit.

The third rule is to keep all evidence. Logs should never be
erased, altered, or otherwise limited. The logs are vital to the
teams’ reports and to the grading of reports.

Aside from that, there is a general rule that if a team wants
to try something nonstandard, they ask the lab managers for
approval. For example, one team wanted to use a VM to run
their services and use the host OS to attack. The lab manager
approved this approach on the condition that all services were
run in the VM and that full points would be allocated to the
opposing team if they could exploit the root account of the VM.
Another example is that another team wanted to multihome their
box so that they could change the attacking IP over time. This
was permitted as well, and the team was given 20 IPs to avoid
colliding with another team’s IP.

G. Scoring

There are two scores for the NetSecLab, a competition score
and a lab report score. The two scores are independent, although
they usually correlate highly. The competition score is displayed
publicly to the teams and on a poster in the hallway outside
the networking lab. The report score contributes to the students’
grades. The competition score is determined as follows:

• mapping the network (2 pts. per IP address);
• mapping services (20 pts. per box);
• OS detection (10 pts. per victim box);
• gaining user access to a victim box (30 pts.);
• gaining user access to a team box (50 pts.);
• gaining root access to a victim box and retrieving the

shadow hash file (150 pts.);
• gaining root access to a team box and retrieving the shadow

hash file (250 pts.);
• team box becomes compromised (-300 pts.).
Moreover, teams are encouraged to think up and implement

new ways of exploiting machines, and such efforts are rewarded.
Timing, efficiency, and creativity are given bonuses. For in-
stance, if the teams can achieve certain tasks within specified
times, they can accrue the following bonus points: 200 addi-
tional points are awarded if completed within 5 min, 150 points
if done before 10 min, 100 points if done within 15 min, and 50
points if completed within 20 min. Finally, teams can receive a
“Super Bonus” outside of the competition if they successfully
crack a password (200 pts. per password), and they are allowed
to continue to crack passwords up until the report submission
deadline (from stolen encrypted password files).

Based on observations in previous NetSecLabs, a score of
about 500 points is considered passing, a score of 700 is good,
a score of 1000 is considered excellent, and anything above
1500 is considered unbelievable. The previous years’ averages
are given in Table II. Note that the point system in the first two
years, 2003 and 2004, did not include the penalties and bonuses
as do the later years. 2008 and 2009 had lower scores because
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TABLE II
AVERAGE COMPETITION SCORES FOR NETSECLAB

newer Linux distributions are more secure in their default con-
figurations and there is more documentation available on how
to secure systems.

III. SUGGESTED TIME SCHEDULE FOR PREPARATION OF THE

NETSECLAB

A two-lecture-hour competition actually requires some ad-
vance preparation time. In this section, the preparation, impor-
tant milestones, and decisions in designing NetSecLab are dis-
cussed. Specifically, a timetable is suggested for the preparation
of the NetSecLab.

• Survey students for their skill levels and form teams:
This can be done in the first weeks of the class. Students
will probably have different backgrounds and may not have
previous exposure to the material. Thus, this is a very im-
portant step to distribute students of various skill levels to
form teams that are as homogeneous as possible.

• Choose the OS for team boxes: The choice of the Linux-
based OS is done by the class instructor/teaching assistant
during the early phases while the class is under way. There
are many freely available Linux distributions over the Web,
and any can be chosen. However, a general rule-of-thumb
is to choose one that is slightly unsupported and has known
vulnerabilities. A particular Linux flavor can be chosen and
utilized in every NetSecLab, however currently the practice
is to use a different OS for each year. This can be done eight
weeks prior to the competition day.

• Decide services for team boxes: Services listed in Table I
will generally suffice. However, this list is not an exhaus-
tive one; new services can be added each year to increase
variety. This step can be done seven weeks prior to the
competition day.

• Choose the OS for victim boxes/services: It is important
to choose an earlier version of a Linux distribution as it is
more likely to have more known vulnerabilities. However,
finding an earlier version of particular Linux distribution
can be nontrivial. This can be done six weeks prior to the
competition day.

• Install victim machines: It is better to install victim boxes
earlier than the competition days so the students can begin
practicing their exploits and can collect some more in-
formation about the vulnerabilities known for the victim
boxes. This can be done four weeks prior to the competi-
tion day.

IV. STUDENT FEEDBACK

This section presents the results and interprets the data of a
survey sent out to students who had taken ECE 6612, and sum-

TABLE III
SURVEY RESULTS

marizes comments that were consistent across the group of sur-
veys. The average response is compiled from 58 individual sur-
veys spread across two semesters. The students were asked to
respond to the questions on a 1–5 scale, with 1 being the lowest
rating and 5 being the highest rating. A rating of 3 means that
the student is being neutral or is rating their skill level at inter-
mediate. The only binary question in the survey was whether
they felt the lab should be continued.

The results listed in Table III capture the perceptions that
students have about the exercise. With an average of 2.47, the
students gave themselves a low self-assessment of their Linux
skills. Although this does not mean they are absolutely igno-
rant of everything about the OS, it does indicate that most stu-
dents are probably not familiar with common Linux utilities or
working from the command-line interface. As the questions di-
rectly related to the lab have an average above 3, this has been
interpreted to mean that most of the students gain from the ex-
perience. Since NetSecLab is designed to support the material
taught in class by providing a hands-on experience for the stu-
dents, and the average ratings for categories related to increasing
security knowledge are all above 4, it is felt that the educational
objectives are being met. One thing to note is the binary nature
of the question about continuing the lab in future classes. Here,
a “No” answer is assigned a score of 0, and a “Yes” answer is
assigned a score of 5. The fact that the average rating for this
question was 5.00 denotes a unanimous agreement among all of
the surveys about the value the lab adds. Among the comments,
three common sentiments emerged. The first is that the students
expressed a desire for the project to be longer and for it to carry
more weight within the final grade of the course. The latter was
a concern about the size of the groups as well as the inclusion of
remote and video students. These comments will be discussed
in Section VI.

Table IV displays a breakdown of the surveyed student pop-
ulation on the basis of Linux skill level. Three broad groupings
have been made based upon the students’ self evaluation of their
skill. No skill equates to a ranking of 1, and expert skill equates
to a ranking of 5. This table shows that most of the students par-
ticipating in NetSecLab have an average to a beginner level of
Linux proficiency. The Q1 through Q6 in the table correspond to
the questions in Table III, with the last question being omitted.
For example, results of Q2 represent the average response of
the subgroup to the question regarding whether the lab helped
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TABLE IV
SUBGROUP RESULTS

increase the students’ knowledge of network security. Across
all three subgroups, an average greater than 4 suggests that the
lab is achieving its intended purpose. Overall, most of the re-
sults across subgroups are positive, but it should be noted that
students with more experience with the Linux OS were more
critical of the time constraints given for the exercise (Q5) and
generally wanted more from the lab (Q6). One surprising re-
sult is that the students who had more Linux experience felt that
they learned more about the OS as a result of the lab than stu-
dents with less experience (Q4). This result may be indicative
of the more Linux-oriented students taking on the role of the
main system operator while students at with lower levels of pro-
ficiency take a more observational stance.

V. BENEFITS OF NETSECLAB

The NetSecLab was first introduced to the students of ECE
6612 Network Security class at the Georgia Institute of Tech-
nology in Fall 2003. Since then, NetSecLab has been offered
each semester. In this section, the benefits of NetSecLab based
on observations and students’ feedback over time are discussed.

• NetSecLab forces students to consider all aspects of se-
curity including physical, network, and computer security
and, in some rare cases, social engineering. For instance,
students install and secure an OS while having to keep their
hard disk in trusted hands, topics which are not normally
covered in the network security class content.

• The private network setting of the NetSecLab allows stu-
dents to try all of their implementations and new or old
ideas without any fear of the attacks bleeding over onto a
production network.

• Graduate students often have heterogeneous backgrounds
(e.g., nationalities) and experience levels. Placing students
in teams as homogeneous as possible, in terms of average
previous Linux experience, helps them learn from each
other in a group setting.

• After the competition is finished, groups submit a report
and give a presentation in the class. The report and presen-
tation provides students with the opportunity to exchange
their experience and their findings with their peers in the
class.

• Students are encouraged to increase their understanding
in relatively harder concepts of network security. This is
done through points being awarded for the creativity and
efficiency in implementing attacks.

• Virtual machines are used for victim boxes with earlier ver-
sions of Linux distributions or unpatched Windows ser-
vices chosen for the OS. The use of virtual boxes allows
victims to be easily reset to a consistent state after an attack.

• Although NetSecLab was originally designed as a compo-
nent of a graduate course, it is highly adaptable and can be
offered in junior- or senior-level network security classes.

VI. RELATED WORK

Network security is a necessary part of any undergraduate and
graduate curriculum in computer engineering and science fields
[8]–[11]. There are several ways for teaching network security
topics in a classroom setting. In this section, related efforts from
the literature in three categories are broadly presented.

In one category, topics are taught in a classroom environ-
ment where only dedicated laboratory exercises are carried out
by students. In these cases, students are expected to spend their
time mostly in an isolated lab to complete specific tasks. There
may or may not be explicitly associated lecture material to ac-
company the laboratory sessions. Examples of these include
[12]–[14].

In the second category, security lectures in the classroom are
supplemented with individual tools. These are generally demos
of a specific security topic, and not all of the lecture material
may have a corresponding demo. Students are expected to in-
teract with these tools and complement their understanding of
the security topics, and there may not be a dedicated lab envi-
ronment. Examples of related work in this category are [15] and
[16].

In the last category, students are expected to supplement
their understanding of topics with homework or programming
projects assigned by the class instructor. This is by far the most
commonly adopted strategy by the educators due to its less
demanding need for resources.

NetSecLab is fundamentally different from the aforemen-
tioned approaches. It is an in-class competition-based friendly
exercise. Its main purpose is to supplement the classroom
lecture content with hands-on experience, and it is administered
toward the end of the semester in an isolated lab environment.
Contrary to [4], [17], and [18], it is small and class-based,
and only students who are taking the Network Security class
are allowed to participate. It can well be integrated either into
normal lecture-based classes (i.e., category 2) or into the body
of dedicated labs (i.e., category 1).

VII. CONCLUSION

In this paper, the design of NetSecLab [3], an exercise de-
veloped for the purpose of increasing the amount of hands-on
experience obtained by students in a lecture-based class en-
vironment, has been presented. The course in which the cur-
rent version of NetSecLab is practiced is the first graduate-level
Network Security class for many students where fundamental
security concepts are addressed. This results in student skill
levels being very heterogeneous due to differing amounts of
prior knowledge about the subject matter. In order to make the
competition fairer, larger group sizes are required to ensure that
more competent students are paired with fairly inexperienced
students. This makeup results in the weight of the exercise on
the final grade being fairly light as the purpose of the lab is
to increase the student experience, not evaluation. This con-
dition also presents the opportunity for students to learn from
each other through teamwork. Another factor that influences
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Fig. 2. A sample background survey for the NetSecLab.

group size, and thereby the entire experience, includes the avail-
ability of resources. To increase fairness, homogeneous hard-
ware should be used between the groups. With more resources,
the number of groups can increase, resulting in a smaller number
of people per group. Also, because the students taking the course
are graduate students, a certain amount of research is expected
so that they learn how to set up and configure services for them-
selves. Knowing this, a balance must be found in group sizes,
as too small a group may not be able to divide and find exploits
and vulnerabilities in the research load adequately.

The implementation of NetSecLab can be altered for more
advanced security classes. In this case, the lab may be made
part of an ongoing semester project where students should meet
deadlines throughout the semester for configuring and running
certain applications. Moreover, as the skill level in a more ad-
vanced security course will be less heterogeneous and a certain
level of understanding is expected a priori, the group’s size can
be reduced. In this setting, the lab would carry more weight in
the final grade as well as increase the amount of hands-on secu-
rity experience students would gain.

Some challenges that must be considered are how to imple-
ment the lab if the course has remote students as well as video
students. In these cases, a key factor in how these students would
be able to participate would be whether they were taking the
course in sync with regular students or if there were a delay in
when these students receive the lectures. In the former case, the
students may be on a remote campus or taking the course via
video, but receive the lectures either in real time or with very
little delay (i.e., downloaded the next day). For this case, one
solution that has been practiced is gathering these students into
one group and setting up a VPN connection for them into the
NetSecLab LAN. This solution will only work if a number of
remote or video students are on the same campus. In the case
where remote and video students are spread into disparate loca-
tions, or the delay in the students receiving the lecture materials
is more than a couple of days, a different approach has been
practiced. Normally, these students are divided evenly among

the local groups, and their primary contribution to the project
is limited to attack, defense, and application configuration re-
search.

The feedback provided by students, accentuated by a unan-
imous suggestion to continue the exercise, can be interpreted
to mean that NetSecLab meets all of its primary objectives. The
students must apply the concepts taught in the course on a Linux
distribution. This increases their knowledge of Linux and, most
of all, reinforces their security knowledge. Also, due to the na-
ture of the lab, the students gain a more complete picture of se-
curity as they must install, configure, and secure their respective
systems. This reinforces host as well as network security con-
cepts.

There are several other institutions, projects, and class-based
competitions [4], [12], [13], [19] that exist, which aim to teach
security concepts with very focused hands-on experience. These
efforts and tool-oriented labs, such as NetSecLab, together with
future improvements in open-source software, will help fill the
gap between the theory and the hands-on experience.

APPENDIX

In order to form the teams, students are first given a survey
from which their skill levels are determined. Essentially, the pur-
pose of the survey is to distribute students of varying skill levels
to form teams as equally footed as possible. This is a very simple
survey with the sample questions given in Fig. 2.
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