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Abstract—Since real-time and resilient recovery of link failures
is crucial for power grid infrastructure to continue its services,
emerging technologies such as Software Defined Networking
(SDN) has started to be employed for such purposes. SDN
switches can be remotely controlled to change their configurations
by exploiting the wireless communication options. However, when
wireless is to be used in Smart Grid communications, security
and reliability become important issues due to the specific char-
acteristics of wireless communications. This paper investigates
the overhead of providing such services on wireless links when
SDN is utilized. Specifically, we consider the establishment of
authentication services when wireless back-up links (i.e., WiFi or
LTE) are employed as a result of a reactive link failure detection
mechanism. To the best of our knowledge, this work is the first
to consider authentication of such an SDN-enabled Smart Grid
inter-substation communication with WiFi and LTE. To be able
to effectively evaluate the performance of this proposed SDN-
enabled framework, we developed it in Mininet emulator. Since
Mininet does not support the authentication services for WiFi or
LTE, we proposed several novel extensions to Mininet by integrat-
ing it with ns-3 simulator that supports the LTE/WiFi protocol
stacks. We conducted extensive experiments by considering a
general application using Smart Grid Manufacturing Message
Specification (MMS) standard to assess the recovery performance
of the proposed secure SDN-enabled recovery system. The results
show that when authentication and reliable protocols such as
TCP are to be employed, the proposed framework can still meet
the deadlines of 100 ms with WiFi while LTE misses only a few
packets.

I. INTRODUCTION

Power Grid in the US is going through major changes by
enjoying the advancements in information and communica-
tion technologies. In addition to employing more intelligent
electronic devices, the data communication infrastructure is
also being upgraded with new standards and wireless com-
munication options to pave the way for a much Smart(er)
Grid. For instance, advanced metering infrastructure (AMI)
mostly exploits wireless mesh networking among smart meters
while substation communications rely on WiFi. LTE-based
communications are also being considered for inter-substation
or Phasor Measurement Units (PMUs) communications.

One very recent advancement in Smart Grid communication
infrastructure is to employ Software Defined Networking
(SDN), a promising technology that brings efficient manage-
ment, flexibility, and control [1]. The main idea of SDN is
to separate the data and control planes in networking by
employing OpenFlow protocol and thereby giving control to a

central manager to flexibility update the traffic, software, and
configurations whenever needed. It has been recommended to
be used in many components of Smart Grid such as microgrids,
SCADA networks, inter-substation communications and PMU
networks [2]-[7]. In this paper, we are particularly focusing on
the inter-substation communication applications where SDN
was deemed as an effective mechanism to quickly recover from
link failures due to an attack or a disaster [7]. Specifically, via
SDN, the switches can start using the backup wireless links
to resume data (or control data) communications with almost
negligible switching time delays [7] while also sustaining
similar performance when wireless links are used.

However, the previous studies do not take into account
the security threats that might be relevant when a wireless
link is established for inter-substation communications. For
instance, a malicious user may impersonate an SDN switch
and can connect to the source substation via wireless links.
Additionally, if a cellular link is to be established, there
might be rogue base-stations that may act as a man-in-the-
middle attacker between two substations. For such cases,
authentication is necessary before any data can be allowed
to resume its transmissions. However, when authentication
is employed, it will bring additional delay for the data in
transmission. SDN switches should be capable of handling
the delay incurred in such authentication depending on the
used wireless protocol. Additionally, once the connection is
authenticated, one needs to ensure that the time-sensitive smart
grid packets are not lost due to the wireless channel.

In this paper, we propose novel mechanisms to mutually
authenticate SDN switches during a link failure recovery and
assess their delay overhead on the recovery time. We argue that
as opposed to proactive approaches that are being championed
by the latest version of OpenFlow, reactive approach is needed
to be able to employ authentication on time. We consider both
IEEE 802.11 and LTE standards and integrate them with the
SDN-based recovery schemes.

In order to evaluate efficiency of the proposed framework,
we utilized Mininet [8]. Since Mininet does not support
authentication protocols, we integrate them with Mininet by
simulating the link behavior on a network simulator, namely
ns-3. Specifically, we implemented mutual authentication in
ns-3 among two IEEE 802.11 nodes and two LTE user end
devices (UEs) that connect via an LTE base-station (a.k.a

Author@28-icesi386 +E2A0nid 83 SRICHOIDANTE HAZE IONAL UNIVERSITY. Downloaded on May 07,2023 at 18:53:41 UTC from IEEE Xplore. Restrictions apply.



2018 15th IEEE Annual Consumer Communications & Networking Conference (CCNC)

eNodeB). We then integrated these authentication protocols
within the SDN-based recovery frame in Mininet.

In the experiments, we evaluated the performance of both
IEEE 802.11 and LTE-based recovery by using Manufacturing
Message Specification (MMS) standard data with both UDP
and TCP protocols for reliability purposes. MMS is the core
communication protocol of IEC61850 system [9] and can
support real-time communications. We tested whether MMS
data could be reliably transmitted when authentication is
also involved. The results indicate that despite the overhead
of authentication and slowness of reactive-based link failure
detection approach (as opposed to a proactive one), IEEE
802.11 can still meet the end-to-end delays required by Smart
Grid infrastructure (i.e., 100ms), which can be safely used in
control communications and in MMS data transfers. LTE also
performs similarly and misses only a few packets that cannot
make the deadline. Additionally, TCP guarantees reliability
while UDP shows a few packet losses.

II. RELATED WORK

There are a number of SDN-based Smart Grid resilience
studies that are published recently for different Smart Grid
networks and applications such as link failure recovery based
on the rate of packet losses for PMU networks [2], network
delay guarantee and traffic prioritization for microgrid oper-
ations [3], and eavesdropping prevention in SCADA network
[4]. Our work is different from these since we are targeting
the inter-substation communications. Moreoever, in [5] and
[6], the authors used SDN for failure detection and rerouting
the traffic using the available redundant links. Our work is
different as well since we introduce wireless or cellular link
as the backup link. Moreover, all these works do not consider
the authentication overhead.

LTE has been considered for different kinds of Smart Grid
applications. For instance, the first experimental results were
provided for LTE integration of automation of Smart Grid
in [10]. The authors observed the Round Trip Time (RTT)
is usually below 100 ms that will make LTE usage possible
in most of the grid automation communications. In [11], the
authors proposed usage of LTE networks for Smart Grid
distribution networks. They considered smart metering and
remote control communications applications by using MMS
protocol stack. Their simulation results show that LTE can
support requirements of these applications by exchanging mix
background traffic. Different from these works, our paper
considers the impact of authentication process when LTE is
used in inter-substation communications.

III. SECURE SDN-BASED INTER-SUBSTATION NETWORK

Smart Grid has three main components: the power gener-
ation, power transmission, and power distribution. For trans-
mission and distribution, substations at different geographical
locations are used. There are applications which may neces-
sitate intra- or inter-substation communications and thus the
communication architecture supports such needs via usually
wired or wireless links.
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Fig. 1: Proposed SDN-based LTE redundant links model for
substation communications.
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In this section, we describe our SDN-based redundant
wireless link model that includes the mutual authentication
to ensure that only legitimate devices are able to access to
the substation network after any link failures. Our model
discussed is an extension from our proposed SDN-model for
resilient inter-substation communications [7] which did not
cover authentication features. We describe these authentication
features next under two wireless links options: LTE and IEEE
802.11.

A. Proposed LTE redundant link Model

Fig. 1 shows the proposed LTE redundant link model. We
consider each substation with an SDN switch that will be
connected to SDN controller in a control center. Every SDN
switch is connected to a UE (User Equipment) as the redundant
link that will be used whenever the wired link goes down. To
ensure that legitimate devices are connected, they need to do
a mutual authentication with the public LTE network.
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Fig. 2: LTE mutual authentication
The mutual authentication process from a UE and an LTE
public network are depicted in Fig. 2. Typically, a SIM card
stores a pre-shared master key K and a unique International
Mobile Subscriber Identity (IMSI). Mutual authentication be-
tween a UE and an LTE public network is performed through
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Fig. 3: IEEE 802.11 peer-to-peer mutual authentication. Note
that the figure only shows the mutual authentication cryp-
tographic operations and does not show the cryptographic
operations of the protected channel.

an Evolved Packet System Authentication and Key Agreement
(EPS AKA) mechanism [12] with the Milenage algorithm
set [13]. This mechanism is basically a challenge response
mechanism with an additional security using a pre-shared
master key K on top of it. The mutual authentication is
performed through three-message exchanges between a UE
and an Evolved Packet Core (EPC) network as follows:

1) An attach request, which contains an International Mo-
bile Subscriber Identity (IMSI) of the UE, is sent from
the UE to the Mobility Management Entity (MME) in
the EPC network;

2) An Authentication request (i.e., a challenge message) is
sent from MME to UE;

3) An Authentication response is sent from UE to MME.

B. LTE Base-station Authentication

The disaster situations may damage the LTE base-station
and thus we also consider the situation where the LTE provider
must provide a temporary LTE base-station such as using a
drone to restore the eNodeB base station functionality. For
this case, the base-station must be pre-authenticated first by
the LTE provider before it can be used. The authentication is
performed as part of IP Security (IPsec) [14], the IP network
security protocol for LTE control plane that provides a set
of security services (e.g., access control, data integrity, anti-
replay protection, data origin authentication, and confidential-
ity). These security services require the use of cryptographic
keys that can be manually or automatically distributed using
Internet Key Exchange version 2 (IKEv2) [15]. One option
for the creation and maintenance of keys is to use public
key infrastructure (PKI). However, if PKI is used and a new
temporary base-station (i.e., drone) is deployed as defined in
3GPP TS 33.310 [16], certificate enrollment to Registration
Authority/Certificate Authority (RA/CA) is needed. This may
not be available in emergent cases and thus, we opt to use a
pre-shared secret key that is pre-loaded before the drone flies.

C. Proposed IEEE 802.11 redundant link Model

We consider each SDN switch has a Wi-Fi Direct-enabled
device [17] that supports single-hop direct device-to-device

communications. Each device has the same disaster recovery
key (i.e., a pre-shared key). When the wired link is down,
both end WiFi Direct devices must form a peer-to-peer (P2P)
group, which is functionally the same as an IEEE 802.11
infrastructure mode, and negotiating their roles, as a P2P
group owner (P2P GO) that has the Access Point (AP)-
like functionality, or as a P2P client through a three-way
handshake. Note that this process is a one-time process and
can be done in advance to save time for the applications
which require meeting certain end-to-end delay times. After
each role is determined, they perform mutual authentication
using the Extensible Authentication Protocol - Pre-Shared
Key (EAP-PSK) protocol [18] as depicted in Fig 3. Four
messages exchanged for the proposed mutual authentication
are as follows:

1) The P2P GO sends an EAP request message that in-
cludes its identity I Dgo to a P2P client;

2) The P2P client replies with an EAP response message
that consists of a 16-byte random challenge RAN D¢
created by the P2P client, the client identity /D¢, and
a message authentication code M AC;

3) The P2P GO sends another EAP request message
that consists of a M ACgo and a protected channel
PCHANNELgo setup;

4) The P2P client replies an EAP response message with
PCHANNELc¢ to finish the setup.

The mutual authentication is successful if the P2P client can
present the correct M ACq to the P2P GO and the P2P GO
can present the correct M ACgo to the P2P client.

D. Proposed Link Failure Detection

An important mechanism that is part of the entire recovery
process is how to detect the failures in the links promptly so
that SDN switch can take immediate actions. Two types of
approaches are possible: (1) the reactive solution (also known
as the restoration approach) and the proactive solution (also
known as the protection approach) without any SDN controller
intervention.

In the reactive solution, the SDN controller sends Link
Layer Discovery Protocol (LLDP) packets periodically and
update the flow tables if any of the link states has changed
from the previous state. Thus, the recovery time will consist of
LLDP packet transmission from Controller to switches, getting
replies back, comparing the topology with the previous state,
and updating the flows if necessary.

For the proactive solution, we can use the OpenFlow fast-
failover groups that are supported after OpenFlow 1.1 . Specif-
ically, a fast-failover group with watch ports is installed in all
SDN switches before a failure occurs. Failure is detected by
an SDN switch . Bidirectional Forward Detection (BFD) can
be employed for the link failure detection in each switch. BFD
is based on reception of hello messages between switches. If
three consecutive messages are not received, then the switch
will assume the link is down. Whenever a failure is detected,
the SDN switch just uses the next available port for the next
packets it receives.
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When authentication is also considered, the failure detection
approach to be picked becomes an issue. Specifically, a proac-
tive approach is not suitable for authentication since SDN con-
troller will not immediately learn about the failure and during
this time the packets will be forwarded through the wireless
backup links without waiting for the authentication process.
This is an important issue that has never been considered in
the previous works. We argue that the reactive approach should
be used in order to enable authentication services before any
packets are transmitted. Thus, we followed this approach and
conducted experiments as discussed in the next section.

IV. EXPERIMENTAL EVALUATION
A. Experiment Setup

To assess the overhead of authentication on our proposed
SDN-based recovery mechanisms, we extended our previous
work on the integration between Mininet and ns-3 for the
wireless redundant link in [7] to support the LTE link between
SDN switches. We also integrated the authentication protocols
discussed in Section III. We used FloodLight as the SDN
controller. We assumed to substations communicating to each
other. For a fair comparison, we set the same distance of 100m
for both the IEEE 802.11n link and between the UE and the
base station. We used MMS data sent from one substation to
the other. MMS works above the IP layer and thus both UDP
and TCP can be used as a transport layer protocol. Thus, we
tested both UDP and TCP as the transport protocols.

As a benchmark, we used a topology whose backup link
is assumed to be wired. In other cases, the backup link
is assumed to be the proposed IEEE 802.11n or LTE. We
labeled these three type of links as Wired, Wireless, and LTE,
respectively.

We implemented both reactive and proactive link failure
detections for comparison. LLDP transmission rate was 25ms
in the reactive case and BFD session was set to 1ms in the
proactive case. We used 4ms packet frequency with 30secs
simulation time and the link failure is assumed at the 15th
second of the simulation. We repeated the experiment 50 times
for statistical significance.

B. Performance Metrics

As for performance metrics, we considered the following:

1) End-to-end Delay (ETE Delay): This is the main delay
each packet is experiencing in the network from one
substation to another.

2) Switching Delay: It consists of the Recovery Time, the
time spent for failure detection and updating the flow
rules; and the Authentication Time, the time it takes to
perform mutual authentication between two substations.

3) Packet Loss: This metric is to assess the number of lost
packets if any.

TABLE I: Performance Results (in ms)

Link Recovery Time Authentica ETE delay

Type Reactive| Proactive tion Time TCP UDP
Wired 50 4 N/A 0.18 0.15
Wireless | 65 13 6 0.48 0.46
LTE 78 37 43 0.91 0.72

C. Performance Results

1) End-to-end Delay: From Table I, we observe that Wire-
less and LTE have longer ETE delays than the Wired. This is
expected as wireless can support limited bandwidth compared
to Ethernet. However, we see a major difference between
Wireless and LTE. This can be attributed to the fact that
IEEE 802.11n can support up to 600MB/s within shorter
distances (e.g., 100m) while LTE supports 300Mbps downlink
and 75Mbps uplink but with longer distances (possibly about
100 kilometers) [19].

As these presented values are average, we also analyzed
the worst-case scenarios for the end-to-end delay in order to
understand the behavior of the network under TCP and UDP
protocols. Thus, we collected data during the time of the link
failure. Using this data, we basically displayed the end-to-end
delay values for both Wireless and LTE approach for each
packet under TCP and UDP between 13-17 seconds of the
experiment in Figures 4 and 5. We see from these figures that
end-to-end delay value jumps at the link switching moment
since packets require waiting for the connection to be set.

Such waiting time depends on the underlying transport
protocols. As UDP and TCP have different behaviors in terms
of establishing connections, we further analyzed the status
of TCP packets at the switching time by using Wireshark
to investigate how TCP treats the connection when the links
fail. Sample TCP packet retransmissions were shown in Fig.
6. As can be seen in Fig. 6, TCP packets are retransmitted
in case they cannot reach the destination. Specifically, what
happens is that if a TCP packet does not get a reply within its
round trip time (RTT), it will be retransmitted by the source.
Furthermore, for the next packets, the waiting time will be
doubled per TCP protocol guidelines.

2) Switching Delay: Next, we analyzed the switching de-
lay by separately measuring the recovery and authentication
delays. Our results are shown in Table I. We presented
the average recovery delay according to different times of
periods and the Wireless/LTE switching delays by considering
authentication times in Table I.

The results for overall switching times for reactive link
failure detection experiments can support message type 3 of
Smart Grid even in cases of a disaster according to [20]. While
LTE authentication delay is much more than IEEE 802.11n
authentication, on average it is still within the boundaries of
100ms delays for MMS applications, which is promising.

Note that for the proactive case, the authentication time
overhead is assumed to be none as it cannot support au-
thentication. Its recovery time is much better and thus can
be considered for more time-constrained applications such
as Generic object oriented substation events (GOOSE) [9].
However, in such cases, there need to be some sort of pre-
authentication or trust mechanisms among the substations.

3) Packet Loss: The packet loss results are shown in Table
IT only when UDP is used since there is no packet loss
in TCP case. We showed our packet loss results in Table
IT whenever we use LTE connection between the substation
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the destination and receive ACK properly. But it receives a duplicate ACK
afterward as pointed by the 2nd arrow. Thus, the packet is retransmitted as
shown by the 3rd arrow. Similarly, the packets shown by the 4th arrow are
retransmitted as well since they have bigger sequence numbers (i.e., problem
occurred before they were sent).
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(b) Switch 3 - eth1 connected to server. The controller checks every 25 ms. The
packet shown with the 1st arrow has a sequence #538113 but the packet with
sequence #541521 shown with the 2nd arrow is not the next expected packet.
Thus, the server sends duplicate ACK for the packet with sequence #538113
as shown with the 3rd arrow. After that, we can see the TCP retransmission
packets sent from the client are arriving at the switch connected to the server.

Fig. 6: Wireshark Observations for TCP packets at the switches during the link failures.

switches. While we see 6-19 packet loss in Wireless and 8-
23 in LTE for reactive approach, in proactive approach, we
can see only O (75% of the experiments) or 1 (25% of the
experiments) packet loss for both cases in our experiments.

TABLE II: UDP Number of Packet Loss

Approach | Wireless | LTE
Reactive 6-19 8-23
Proactive 0-1 0-1

The proactive approach has the advantage of taking local
action immediately without consulting with the SDN controller
and thus it immediately switches to the wireless links. This
is not the case for reactive which needs SDN controller
involvement and this causes some packet losses. However,
as mentioned before, the involvement of SDN controller is
needed anyway to perform the authentication.

4) Further Traffic Analysis: In this subsection, we analyzed
the behavior of the network more closely during the failure
time under a variety of conditions and metrics. We discuss
potential trade offs and present some suggestions.

First, we start by comparing UDP and TCP performance
for handling the link failures. Fig. 4a and 4b show the end-to-
end delay of each packet that is sent during the time frame of
13-17 secs where we have the link failure happening at time
15 sec. In Fig. 4a, we show the case where the Controller
application checks the network every 25 milliseconds, the
data rate of client is 4 millisecond and packets are sent
by TCP sockets. On the other hand, in Fig. 4b the same
configuration with UDP protocol is shown. Even though it
is easily recognizable that the UDP case does not have large
values of delays as in the TCP case, it still cannot transmit
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the packets for a few milliseconds. This can be explained by
the fact that UDP has packet losses due to the link failure.
These packets are not retransmitted as in the case of TCP
and thus the only delay is associated with the waiting time
of the link restoration. In the case of TCP, this is not the
case. Some of the packets will be lost and thus the source
will re-transmit them after the timeouts. This takes more
time (e.g., comparing the transmission from the source after
timeouts vs. transmission on the link after the links is restored).
Additionally, the retransmission timeout (RTO) value will be
doubled when packets do not arrive at the destination. This
will further increase the waiting times for the source, which
adds to the end-to-end delay value.

Next, we analyzed the cases with the used underlying
wireless links and observed the behavior of Wireless 802.11n
and LTE. The delay results are shown in Fig. 4 and 5. In Fig.
4a, we have Controller application period as 25 milliseconds
with LTE back-up link, data rate of client is 4 millisecond
and the protocol is TCP whereas it has the IEEE 802.11n
backup link in Fig. 5a. In both cases, we can see that for
about 50 milliseconds, the packets cannot be sent which we
consider as recovery delay caused by the link failure. One of
the big difference between LTE and IEEE 802.11n experiments
is that LTE exhibits having more fluctuation. We believe this
occurs mostly because there is a base station involved in LTE
network. Therefore, there are two hops in the communication
physically although logically there seems to be a single link.
The packets need to travel different protocol stacks within ns-
3, LTE, and Mininet logical nodes. Depending on the traffic
and CPU availability, the waiting and processing times at these
nodes may differ each time a packet is sent. Such a situation
does not happen when IEEE 802.11n is used since the stations
communicate via a single physical link and only ns-3 protocol
stack is involved. Another possible reason is the way LTE
provides access to the links. This is different from the random
access used in IEEE 802.11n and may be different in case of
downlink and uplinks. The wireless link does not make any
differentiation between down and uplinks.

V. CONCLUSION

In this paper, we studied the impact of authentication on
SDN-based recovery in Smart Grid communications. Specifi-
cally, we proposed two novel authenticated IEEE 802.11 or
LTE back-up links which can be activated from the SDN
Controller in a Smart Grid infrastructure whenever the failure
occurs.

The extensive evaluation results indicate that SDN can pro-
vide seamless resiliency in case of the availability of redundant
wireless IEEE 802.11 or LTE links for protocols such as MMS.
Authentication can safely be supported when reactive detection
mechanism is used with IEEE 802.11. Despite a minor delay
increase and a few packet losses in UDP, the maximum packet
delays are still within the bounds of monitoring applications.
For TCP, we observed that there is a higher delay to restart
transmissions due to packet retransmission feature of TCP.
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